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Abstract.  

The increased awareness of digital forensics and privacy has led to a growth in 

users trying to remove traces of their activity. Therefore information which may 

be potentially relevant to an investigation may be found in unallocated space. 

Artefacts found in unallocated space may only consist of a single file fragment. 

However with the growing size of storage media such artefacts may be difficult 

to identify without using an automated method. Previous research has high-

lighted the importance of thumbnail cache artefacts to digital forensics. This re-

search aims to identify single thumbnail cache file fragments using a Bayesian 

network. The research constructed a Bayesian Network using the information 

gathered about the structure and characteristics of common operating system 

thumbnail cache file formats. The Bayesian truth tables were generated and 

tested using a large corpus of data created during previous research. This re-

search identified at least 62.4% of each of the five classifications. The three 

classifications which contained structured information had success rates of over 

98%. 

 

Keywords: File Carving, Thumbnail Cache, Bayesian, Digital Forensics 

1 Introduction 

The growing size of storage media and the possibility that only fragments remain 

of a piece of important evidence suggest that analysts may need to investigate the 

contents of unallocated space. It is too resource intensive for an analyst to investigate 

unallocated space in depth for every case. However the ability to identify fragments 

and reassemble them using an automated method may provide an analyst with further 

information about the state of the system with minimal resource cost. The likelihood 

of potentially relevant thumbnail cache artefacts being in unallocated space suggests 

research into identifying thumbnail cache file fragments would be relevant and may 
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assist in automating a potentially lengthy process.  The process developed will also 

show that the approach is generalisable as it will have to be adaptable to different 

implementations of the thumbnail cache. Therefore the approach used in this research 

could enable the identification of other file types. 

 

This paper provides an overview of the first file fragment identification approach 

evaluated as part of a comparative study of common file carving approaches adapted 

for single fragment identification. The study uses the thumbnail cache and a corpus of 

data to evaluate the strengths and weaknesses of each implemented identification 

method. One aim of this study is to create a single method for the identification of 

thumbnail cache file fragments which uses the strengths identified during the compar-

ative study. The identification methods constructed during this study are all imple-

mented in such a way that a forensic analyst could repeat the methods; the methods 

are constructed in such a way that a typical analyst could implement the methods for 

other file types and present the results in Court.  

 

This rest of this paper is structured as follows: Section 2 identifies related work. 

The methodology employed during this research is described in Section 3. The data 

used during this research is described in Section 4. Section 5 describes the construc-

tion of the Bayesian Network. The results of this research are presented in Section 6. 

A discussion of this research is provided in Section 7. Finally the paper is concluded 

in Section 8. 

2 Related Research 

Pal [1] describes the evolution of file carving. File carving is the technique of ex-

tracting a file from a storage device based upon its structure. It is commonly used 

when the directory information is unavailable, to extract as much of the file as possi-

ble. Early file carving methods were based on identifying the header and footer of a 

file and then carving out all the information between these two points; this provides 

valid results only when the file is: contiguous, not fragmented, and has a footer [2]. 

Once a file signature is identified the file is carved until a footer is identified. If the 

file does not have a footer then it is possible to carve the file by extracting a prede-

termined number of bytes which is larger than the expected file size.  

 

Cohen [3] suggests that identifying positive and negative constraints on files, to es-

tablish whether a fragment belongs to the correct file type, can improve efficiency and 

give a greater level of accuracy. Most algorithms implicitly use this approach to rule 

out fragments that are not of the correct type. His descriptions of carving PDFs, Zip 

files, Mpegs and email formats highlight the requirement to understand the structure 

of the file being carved. This ensures the resulting file can be validated 

 

Fragments can be classified based on pattern recognition statistics. A prototypic 

histogram is used in a supervised learning environment to attempt to model file types, 



and research has shown this to be reasonably successful with a low error rate for 

HTML and JPEG files [4]. Veenman also establishes the need to combine such tech-

niques with pre-existing carving techniques in order to maximise the information 

being carved, which may take a greater length of time to run on a given storage de-

vice. To date, such techniques have been relatively separate in their research and im-

plementation, and whether developing a tool encompassing several methods would 

decrease the error rate on more complex file types is still unknown.  

 

3 Methodology 

This paper describes using a Bayesian Network to identify thumbnail cache file 

fragments. The methods described earlier in this paper were based upon the identifica-

tion of file fragments which consisted of multiple clusters.  This research focuses on 

identifying single fragments of thumbnail cache files, without using any information 

outside the fragment to assist with its identification. The aim of this research is to 

identify thumbnail cache file fragments. However this is rather broad and requires the 

terms fragment and thumbnail cache file to be further defined. For the purposes of this 

research a fragment will be considered to be a cluster of data. For this research a clus-

ter has been defined as 4096 bytes. There is no standard implementation of an operat-

ing system thumbnail cache and therefore trying to identify any thumbnail cache file 

fragments would be a broad aim. For this research it has been decided that only the 

centralised operating system thumbnail caches from Ubuntu, Kubuntu and Windows 7 

will be considered. This research is comprised of two sections: the generation of a 

corpus for training and testing (Section 4), and the construction of the Bayesian net-

work (Section 5). 

4 Information to be carved 

In previous research Ubuntu, Kubuntu and Windows 7 thumbnail caches have been 

researched [5, 6, and 7]. As a result of this research a corpus of data based on these 

three operating systems has been collected. The data corpus also contains a wide se-

lection of user generated files which were collected for use during the previous exper-

iments. This section describes the generation of the corpus and how it has been con-

structed for this research. 

4.1 Corpus Generation 

In order to create the data set all the live files were extracted from virtual machines 

created during research into the structure and behaviour of thumbnail cache files [5, 6, 

and 7]. The live files were classified into sub-directories of the corpus by file exten-

sion. For Windows 7 this generated 4147076 individual files with a total size of ap-

proximately 500 GB. For Ubuntu, 2197329 individual files, with a total size of ap-



proximately 140GB. A further 250 GB of user generated content was added to the 

corpus. These 1095696 files were collected specifically for this research and con-

tained a wide variety of user generated data. The files were either created using soft-

ware tested during the previous experiments or downloaded from file type specific 

searches made using Google.  

4.2 File Fragment Classification 

There is a possibility that a storage device may contain multiple operating systems. 

Therefore it is appropriate to search for both Linux and Windows thumbnail cache 

fragments on a device. This led to 6 classes of files for this research. 

  

H1:Thumbcache_idx.db file 

H2: Image thumbcache file and contains metadata 

H3: Image thumbcache file and only contains JPEG image data 

H4: Linux PNG visual thumbnail and contains metadata 

H5: PNG visual thumbnail fragment and only contains image data 

H6: Not part of a Windows or Linux thumbnail cache 

4.3 Training and Testing Sets 

The data set contains a wide variety of file types which may be found on user sys-

tems during an investigation. As it is not feasible to produce a data set which contains 

every type of file fragment which may occur on a user’s system, a data set needs to be 

selected which can provide a wide variety of file types which are likely to be on a 

system under investigation. The corpus created for this research contained a wide 

variety of system and user generated file fragments. In order to evaluate the identifi-

cation methods created during this research the data corpus is split into training and 

test sets. 

 

The training set is used to assist each method with modelling based upon fragments 

with known classifications. The training set was made up of approximately half the 

data. Using a random number generator half the fragments from each file type were 

selected. For the thumbnail cache, half the records for each classification of thumbnail 

cache data were selected. Where the number of fragments in a category was odd, the 

number of selected fragments was rounded up. The calculation of the Bayesian Truth 

tables is described in Section 5. The testing set comprised the remainder of the data. 

5 Bayesian Network Approach 

The Bayesian Network takes into account the probability that an artefact or set of 

artefacts appearing in a fragment relates to its classification. In order to construct the 

Bayesian Network originally each artefact relating to each hypothesis was shown in 



the network. However this led to the development of a complex network which re-

quired refinement.  

 

The nodes for the network were selected based upon characteristics identified dur-

ing previous studies [5, 6, and 7]; the method for identifying characteristics could be 

replicated by a forensic analyst for other file types. 

5.1 Construction 

In order to construct a Bayesian Network it was first necessary to establish charac-

teristics which have a relationship with each of the classifications. The complete 

Bayesian Networks for the identification of thumbnail cache file fragments are shown 

in figures 1-3.  As can be seen from the figures a selection of structural, syntactical 

and frequency based statistics were used to identify fragments. The related probability 

tables and a short description of each node can be found on Morris [8]. It is interesting 

to note that in the original Bayesian Network all nodes were directly linked to the 

hypothesis nodes. However upon examination of the statistics it was noted that some 

artefacts have a greater impact on the validity of a hypothesis when combined togeth-

er leading to the layers in the network. For each node with dependencies the probabil-

ity table is created using the formula below.  
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In this research the Bayesian Network nodes will have Boolean outcomes. A node 

can resolve to either True or False. The equation provides the probability of a node 

resolving to True given the data that directly affects it within the network.  X repre-

sents the node itself, while Z relates to any nodes directly influencing X. For this re-

search, the syntax p(X | Z) means the probability of X being True given Z is True). In 

the Bayesian network nodes can have multiple parents. In this case Z would represent 

the state of the parent nodes. For example if a node had two parents, Z could represent 

one of four states ([True, True], [True, False], [False, True], [False, False]).  

 

After the construction of the probability tables for each node the network could be 

used for to classify each fragment. In order to calculate the probability tables the 

training data was used. For each value with no parents the probability of the value 

occurring was established by calculating the number of fragments the value occurred 

in compared to the number without the value. For values with parents the probability 

of each set of parent states occurring while the node value was True was compared 

with the probability of the parent states occurring with the node being False. There-

fore the probability of a set of states occurring in a thumbnail cache file fragment was 

compared with the probability of the states occurring in a fragment which does not 

belong to the thumbnail cache. 

 



5.2 Using Bayesian Networks for Classification 

The Bayesian Network shown in figures 1-3 and associated probability tables can 

be used to classify fragments. A program was constructed which identified whether 

each of the conditions of the independent nodes were True or False. This information 

was then used to calculate the probability of each of the classifications being true. A 

classification was deemed to be True if the probability of it being True, given the 

data, was above 0.75. If multiple classifications resolved to True, the one with the 

highest probability was accepted as the fragment classification. 

 

 

Fig. 1. Bayesian network for H1 and H2 classification  

 

Fig. 2. : Bayesian Network for H3, H4 and H5 classification 



 

Fig. 3: Bayesian Network for H6 classification 

6 Results 

Table 1 shows the percentage of success and false positive rates for each thumbnail 

cache classification using the Bayesian Network on the testing data set. 

  

The success rate represents the percentage of fragments in a category which were 

correctly identified by the method as belonging to that category. 

 

The false positive rate represents the percentage of fragments falsely classified as 

belonging to a category. The number of fragments incorrectly identified as a category 

is divided by the total number of fragments which should not have been classified in 

that category; this number is then multiplied by 100 to provide a percentage false 

positive rate. 

 

Table 1. Percentage Success and False Positive rate for the data set 

 H1 H2 H3 H4 H5 

Success Rate 98.25 100 62.46 100 68.66 

False Positive Rate 0.11 2.52 5.33 0.08 4.09 

 

7 Discussion 

The potential size of unallocated space on a storage device makes the individual 

analysis of each cluster infeasible. Therefore a method for the automated identifica-

tion of information was required. At the time of conducting this research there was 

little information available about single fragment identification; particularly in cases 



where the fragment classification was based solely on the information within the 

fragment. This suggested that an existing method for the identification of larger 

chunks of data had to be selected and adapted for single fragment identification.   

 

The Bayesian approach takes the likelihood of a node occurring in both the classi-

fication and in other circumstances into consideration to build a statistical model 

based upon the training data. The use of statistical modelling allows a fragment which 

does not perfectly fit the structural and syntactical model to be classified. This allows 

for variations outside the observed data. The Bayesian network is designed using ex-

pert knowledge about the domain to construct a model to form relationships between 

characteristics 

 

The Bayesian Network produced the most inaccurate results when identifying 

fragments which solely contained JPEG data. This is partly due to the fact it is diffi-

cult to distinguish between a JPEG fragment which belongs to the thumbnail cache 

and a JPEG fragment which belongs to any other file. For this research it was decided 

that it would be best to ensure all the JPEG fragments from the thumbnail cache were 

identified. Whilst attempting to minimise the false positives. This proved difficult and 

most JPEG fragments were classified as thumbnail cache image fragments. Therefore 

further research is required into methods of identifying JPEG fragments in order to 

improve the accuracy of their carving. 

 

This research has highlighted the increased identification for classifications of 

fragments which have been studied and can be formally described. Therefore to iden-

tify fragments accurately it is necessary to understand the specific characteristics of 

the file type. The ability to accurately identify multiple types of thumbnail cache file 

fragments suggests that the approach documented can be generalised to other types of 

file. The method tested during this research was not able to identify all the thumbnail 

cache file fragments without false positives. This suggests there is room for improve-

ment in the identification of single thumbnail cache file fragments. A single method 

was selected and adapted for this research. A comparative study would attempt to 

maximise the identification of thumbnail cache file fragments.  

8 Conclusion 

This paper has described research into the identification of thumbnail cache file 

fragments. This was achieved using a Bayesian Network which was tested on a cor-

pus of data created during previous research. This research has successfully identified 

a significant number of thumbnail cache fragments with low false positive rates. The 

classification of image-only fragments was the least successful. It was difficult to 

distinguish between thumbnail cache image-only fragments and image-only frag-

ments from different sources. This research used a single method for the identification 

therefore it is possible that another method may improve the ability to identify 

thumbnail cache file fragments. Future work in this area involves a comparative study 



of common file fragment identification methods. Finally this research has highlighted 

the success of identifying fragments using a deep understanding of the characteristics 

of the file format.  
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